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Net-Centric Warfare

Seamless interoperability

The network is only
the beginning!

Permits sharing of
Information
Situational awareness
Commander’s intent

Leading to
Speed of command
Self-synchronization
Enemy lock-out

Producing increased combat power
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NCW: Creating A Decisive Advantage
ASD/NII, Office of Force Transformation
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Net-Centric Information Management

The

Net-Centric
Future
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The Fortune Teller’s Predictions

@ Seamless network
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The Fortune Teller’s Predictions

@ Very many network
participants

Expeditionary Sensor Grid
>10K distributed,
networked sensors
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The Fortune Teller’s Predictions

© Bandwidth limits
at the sharp end

JV2010/2020
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The Fortune Teller’s Predictions

o

@ Information assurance
still crucial
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The Fortune Teller’s Predictions

Process

@ Advantage comes
from best use of IT
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The Fortune Teller’s Predictions

® Flexibility essential
for quick coevolution

MITRE
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Implications for Net-Centric IM

What Does
This Mean
For IM?

® Flexibility essential
for quick coevolution

MITRE



Implications For Net-Centric IM

@ Seamless network
connectivity

@ Very many network
participants

© Bandwidth limits
at the sharp end

O Information assurance
still crucial

@ Advantage comes
from best use of IT

® Flexibility essential
for quick coevolution

MITRE

End of pairwise arrangements

For semantics

For information flows

For access control
Shared semantics

Aligned to doctrine, training

Not one big data model

Not everyone does own thing
Pedigree

Trust

Authoritative source
Information preplanning
Accountable data owners
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I
Information Management, Officially Defined

CIRCULAR KO, A-130 A
Department of Defense

DIRECTIVE

Revised, (Transminal Memorandum No, 4)

MEMORANDUM FOR HEADS OF EXECUTIVE DEPARTMENTS AND AGENCIES
NUMBER 8000, 1

SUBJECT: Management of Federal Information R et

1. Purpose
LR

sions
ASIHCH}

sthorities

4. Applicability and Scope SUBJECT: Management of Dol» Information Resources and Information Technology

5. Backgrs

Resources Management
6. Definitions b

3P Intermsal Control
7. Basic Considerations and Assumptions ;II Internal Control

(€] Dol» Directive §000.1
Program,” Octobes
9. Assignment of Responsibilitics " M::.I oo

famgermert (IM)

8. Policy
1992 (herehy cancele

Paperwork Reduction Act™(Chapter 35 of fitle 44,
10, Oversight
11. Effectivencss sure |

This Directive:

1.1 Cancels reference:

2. amd ().

management (IRM),
duties, 2l

1. Purpose: Th
Tesousces. OM)
these poli

Tudes provedural and

et with reference (i)

0 Dol IRM activiti

1.4, Provides disection on establishing Chief Information Officers (C10s) at
warious bevels consistent with reference (e}

wmnation Technolog

semmation Techmalogy

ho Clinger-
9967} (Pub. [

OMB Circular A-130 DoD Directive 8000.1

Management of Federal Management of DoD
Information Resources Information Resources

Requires Federal agencies to Establishes the DoD and
develop enterprise architectures Component CIOs
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I
Information Management, Officially Defined

OMB Circular A-130 and DoD Directive 8000.1
boil down to the same definitions

Information = data

Information management :

Planning, budgeting, manipulating, controlling of information
throughout its lifecycle: creation / collection, processing,
dissemination, use, storage, and disposition

These IM tasks apply to all information / data
Combat operations, combat support, and business data
Data for machine processing and human presentation
Not just records, documents, content
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I
Information Management, Officially Defined

Information Management:
Planning, budgeting, manipulating, controlling of information
throughout its lifecycle: creation / collection, processing,
dissemination, use, storage, and disposition

Note that proponents, builders, users all have a role in IM

Proponents: define the processes
to be supported

Builders: construct systems
to support process

Operators / users: employ system
to conduct process

capabilities

Require,
Build, Operate
(RBO) Loop
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AF Information and Data Management Strategy

Purpose of the strategy is to provide
people the right data at the right time and
place so that they can make the right
decisions

Goals: Make sure the right data
Exists
Can be discovered
Can be understood
Is accessible

Policy memo defines roles
and responsibilities

Information owners
Communities of Interest (COls)

MITRE

THE SECRETARY OF THE AIR FORCE
CHIEF OF STAFF, UNITED STATES AIR FORCE *x

03 mar 2004

MEMORANDUM FOR ALMAJCOM/FOA/DRU
DISTRIBUTION C

SUBJECT:  Air Force Information and Data Management Strategy Policy

References: (a) Air Force Information Strategy, CSAF/SECAF, August 2002
(b) DaD Net-Centric Data Strategy, ASD/NIL May 2003
(c) Air Force Policy on Enterprise Architecting, CSAF/SECAF, August 2002

The Air Force Information Strategy (ref. a) describes the Air Force vision for managing and
leveraging information. Its first goal is to provide all Air Force personnel with on-demand access to
authoritative, relevant and sufficient information to perform their duties efficiently and effectively.

This memorandum i the i of i owners in the Air Force. It directs
Air Force data producers, the MA]COMS and Functional Community leads, to execute these
respansibilities, coordinating through Air Force Communities of Interest (COIs).

In accordance with the DoD's Net-Centric Data Strategy (ref. b), we arc moving away from attempts
w0 u:md:mitre data across the entire DoD, and are instead establishing a COI structure for data and
COls are ve groups who exchange information in pursuit of their
shared goals, interests, missions, or busincss processes, and who require a shared \uculmlary to| be
successful. Reference (c) establishes enterprise as the common
combat operations, combat support, and business elements within the Air Force. Air mec COIs will be
directly related to the mission/business area architectures.

The Air Force Chief Information Officer (AF CIO) is for AF
and data management policies. Establishment of Air Force COls is delegated to uw Enterprise
Architecture Integration Council (EAIC). The roles and

owners and COls are included in the attachment to this memorandum, together with an mmal list of AF
COls. Information owners will be designaied separately. Air Force MAJCOMS and Functional
Community leads will execute their data producer responsibilities, coordinating through COIs as
described in that attachment.

S
ames G. Roche
Secretary of the Air Force

Chief nl' Sl.xff

Auachment:
Roles and Responsibilities
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AF Information & Data Mgt. Strategy:
The “Triangle Foundation”

‘a—red\

Information
Spaces

Implementation and Infrastructure
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Shared Information Spaces

Shared Information Space

Consumers and the information they need

Validated info needs, driven by CONOPS and TTP
Designated authoritative sources meeting requirements
Access control (users, roles, permissions)
Priority and Quality of Service
Controlling authority
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Task, Post, Process, Use (TPPU):
An Infospace and Controlling Authority

GIG ES Support to TPPU

Users Commander —
Sets Policy: Si IJStrme/m/
Access, Priority |  Information
sensor /
GIG ES
HW & SW
Legacy Providing
e Services that
i = Make Pub-sub
/ Wark -..,,\__\

10 |0
Post lUse
Information Intormation La
%E I.']hjnc:;s. Objecls ——
Producers Consumers
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Information Owners

aqred Information Space
and the info they need

Information Owners /
Data Producers

Organizations with authority and
responsibility for producing information

|dentify subordinate owners, ensure they:
* Supply discovery metadata
» Establish, effect data access plan
 Satisfy records mgt requirements, etc.

MITRE
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The Enterprise: Subordinates and Partners

You can't just say “all information is owned by the enterprise”

N

US

DoD

Australia

o

Vs

Air Force
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Data Service Agreements Are Required

Shared Information Space
Consumers and the info they need

Agreements between producers
and infospace controllers:
Availability
Access control
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Community Vocabularies

Shared Information

Community Vocabularies

Hierarchy of subject-area vocabularies

Community understanding of
data models for runtime data exchange,
architectures, discovery metadata,
information owner descriptions
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Community Vocabularies

Why “community vocabularies”? Why not talk about
Data models
Data elements
Schemas
Taxonomies
Ontologies
Other formal methods to capture / share semantics

We need shared semantics for several purposes
Data definitions for programmers and users
Metadata “tags” for discovery
Information description in architecture products

We use “vocabulary” to subsume all of those formalisms
for all of those purposes
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Vocabulary Is Knowledge

Common
Community Data vocabulary
of interest panel (ontology, etc.)
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The Power Law of Common Vocabularies

We should expect a range between:

A small number of broad, shallow vocabularies:

few definitions, understood by many people

A larger number of narrow, deep vocabularies:
many definitions, understood by few people

4 . CoT
rrrssssssEEsEEEEEEEEEEEEEEEEEEEs Loose
Connectors
Number of
People
in COl

CoT

JMCDM

Joint METOC
Conceptual
Data Model

Complexity
Of Common
Vocabulary

MITRE

\ 4
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The Power Law of Common Vocabularies

We should expect a range between:

A small number of broad, shallow vocabularies: | CoT
few definitions, understood by many people
A larger number of narrow, deep vocabularies: JMCDM
many definitions, understood by few people e METEE
Eventually, deep vocabularies will extend e
and specialize the shallow vocabularies
broad and shallow vocabulary ‘
narrow and deep narrow and S
vocabulary deep § %
vocabulary S X
S O
N
3
specialized, extended vocabularies l

people in community

A 4

A
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Implementation Infrastructure

Shared Information Space
Consumers and the info they need

fo S
%,

C}’ O/s o
.

Implementation and Infrastructure
Data access implementation (warehouse, pub/sub, web service, portal, etc.)
Physically located at producers, consumers, or someplace in between.
Core services for identity, authentication, etc.

- )
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The infospace will\
include information
from other
producers,
following other
vocabularies /

Expanding To The Enterprise

Infospace

" Pr rs will
Ppg:tutc:)eosther Other producers
infospaces, _ and othe_r
using other infospaces W|II_ use
community the community

\_ vocabularies vocabulary W,
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The COIl Handbook

MTR 048

MITRE TECHNICAL REPORT

COIl Handbook

Practical Guidance for
Communities of Interest (COls)
Implementing the DoD Net-Centric Data Strategy

December, 2004

Scolt Renner
Dan Hebert

Steve Rainier
John Wilson

This document was prepared for suthorzed datribution
only. 1t has not been approved for public rele.

MITRE

Washington C3 Center
McLean, Virginia

NOTICE

This data was prod for the U.S. under
Contract No. W15P7T-04-C-D199, and is subject to the Rights in
Technical Data-Noncomercial ltems clause at (DFARS) 252.227-7013 (NOV 1995)
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Tasks and Responsibilities
Shared Vocabulary
Shared Information Space

Information Owners and
Data Producers

Implementation Guidance
Exploration Spiral
Implementation Spiral
Operations Spiral

Case Study
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COIl Handbook In Context

Net-Centric
Data Strategy

..........
......................
||||||||||||

U.S.AIR FORCE

Beview Drafl

COIl Glossary

Common Vocab.

Style Guide

Net-Centric IM

Rmphemnentimg the Bold Net-Centric Data Strategy

U.S.AIR FORCE

AF COIl Guidance

Enterprise Information
Management

781-2T1-B625

D500
Fo]

Enterprise IM




Summary

Purpose of information management
Right information to right person at right time and place

Ensure that information exists, is discoverable
and understandable

Elements of net-centric IM
Shared information spaces
Info owners / data producers
Community vocabularies
Implementation and infrastructure
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