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m Background

m System

m Experiment

m Conclusions

m Future Research
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\,;,/ Social Network Analysis (SNA)

U.S. AIR FORCE

m Blend of Psychology and Sociology
m \Who You Know vs What You Know
m Human Behavior Patterns
m Collaboration

m Personnel Security /
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U.S. AIR FORCE

Name Gender | Age | Calls

Andre M 34 18

Beverly F 32 17

Carol F 49 0

Diane F 19 32 = .
D M e = Heather Ike jl_;llne
Fernando M 30 19

Garth M 24 22

Heather F 55 7

Ike M 43 6 ]

Jane F 64 4 Ed

m Social Network Perspective
m Importance of with whom relations
m Graph Theory
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S m Social Capital
Sl S m Spread of Epidemics

S m Organizational
Tooiasen: @ Network Analysis

m Covert Terrorist
Networks

C . t-
M Flight AA#77 - Grashed into Pentagon
W Flight UA #33 - Crashed in Pennsylvania
M Flight UA#75 - Crashed intd WTC South
M Othar ABS0CIates of Hijackars
Copynight & 2001, Vakds kiets
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U.S. AIR FORCE

m Relatively New Field
m Available Data is Limited, Old
m Methods

m Surveys, Observation, Archived
Records

m Costly, Time consuming

m Objective:

m Gather data in automated
fashion

m Desire for longitudinal study i
m Changes in social network
structures
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U.S. AIR FORCE

m Create a system that uses automated methods of generating useful
social network data

m Automated:

m E-mail, instant messaging, web browsing, web logs, online
forums...anything that has logging capability

m Qur focus: e-mail

m Evaluate the execution timeliness of the system and usability of
generated social network data

m Collect more data, at reduced cost, in shorter time

iy,

T NN
iz .
Social Network Data l

Generator

Raw Data Social Network Data
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U.S. AIR FORCE

m E-mail Log Data used

m National Center for Supercomputing Applications (NCSA) formatted e-
mail logs

Simple mail transfer protocol (SMTP)
Collected by organization’s e-mail servers
Raw data: timestamp, sender, recipient

Derived data: status of users (internal/external), number of recipients
(one-to-many, one-to-one, etc.)

m Out of Research Scope
m Content and Subject of Email
m Validity of Social Network Data
m Method and Meaning of Social Network Analysis

Integrity - Service - Excellence



U.S. AIR FORCE

E-mail <15 Assign UIDs Sanitize Process Database
Data from To Users Lo Logs for F i
gs unctions
Microsoft Database
Exchange
m Assign UIDs to Users — Attribution
m Sanitize Logs — Privacy
m Process Logs for Database — Mine for Data
m Database Functions — Extract and Format

Social Network
Data
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U.S. AIR FORCE

Proxy.csv ProxyList L |uidlist.csv
\_’ To UID

sMTP | —L— SMTI.D. Log
Logs Sanitizer

Sanitized

SMTP Logs

uidlist.csv
» | (updated)

SMTP Log
Parser

Processed

Database Functions: Create Social Network Data

ProxyListToUID: Assign UIDs to Users

SMTPLogSanitizer: Sanitize Logs

SMTPLogParser: Process Logs

‘ﬁ" S "_,’"__'..v. — i -.:.
*% ﬁ :{'--::?":"“_-_-.._.____ . "\
\ et »
Database -4 ———

Import/Query

Social Network Data
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U.S. AIR FORCE

Implementation Overview

Proxy.csv I m W §
ol e Database
Import/Query
(ProxyList SMTP Log H SMTP Log

To wp Sanitizer Parser

uidlist.csv
(updated)
1

.
S

S e}
— 1 .
e

e

=

Processed
SMTP Logs

uidlist.csv
|

Social Network
Data
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U.S. AIR FORCE

Privacy Protection

m Sanitization may be performed

m Application dependent
m Sensitive Files

m Initial Proxy List, Raw SMTP Logs, UID List
m Sanitized Data can be de-sanitized

——
ies A
Sanitized e
SMTP Logs
SMTP Logs Database
SMTP Log SMTP Log +
Sanitizer Parser N
uidlist.csv || Processed Social Network
I(L‘»Pdated) SMTP Logs Data
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ProxyListToUID

SMTP Logs

SMTP Log
Sanitizer

Proxy.csv I

|
(ProxyList

To UID

uidlist.csv

uidlist.csv
(updated)
1

Yee Jason 2dLt AFIT/ENG,Jason.Yee@Rafit.edu,
"X400:c=US;a= ;p=AFIT;o=HANGAR;s=Yee;g=Jason;
smtp: jyee@afit.edu

SMTP:Jason.Yee@afit.edu"

"Smith John A Civ AFIT/SC",John.SmithQRafit.edu,
"X400:c=US;a= ;p=AFIT;o=HANGAR;s=Smith;g=John;
smtp:jasmith@afit.edu

smtp:jsmithl@afit.edu

SMTP:John.SmithRafit.edu
SMTP:John.Smith.1l@afit.edu"

—

Sanitized | "
"—‘
SMTP Logs Database
Import/Query
SMTP Log \ 4
Parser o a
e

Social Network
Data

Processed
SMTP Logs

0,Jason.Yee@afit.edu

0, jyee@afit.edu
1,John.Smith@afit.edu
l,jasmith@afit.edu
1,jsmithl@afit.edu
1,John.Smith.1@afit.edu

m Resolves Aliases to Unique Identification Numbers (UIDs)

m Action Attribution
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\.;./ SMTPLogSanitizer

U.S. AIR FORCE
Proxy.csv I m W §
' SMTP Logs Database
; PO S ; Import/Query
ProxyList SMTP Log SMTP Log
To UID Sanitizer Parser o
........................................ : i,

et

Social Network

Processed
SMTP Logs

uidlist.csv

uidlist.csv
(updated)
1

l Data

SMTP Log UIDList Before
..—?TO:<John.Smith@afit.edu>... ce

...10 FROM:<jsmith@afit.edu>... 15,John.Smith@afit.edu
. .—?TO:<Jane.User@domain.org>. .. 15, jsmithQRafit.edu

Sanitized SMTP Log l UIDList After
..-?TO:<15Qafit.edu>... .

...10 FROM:<15@afit.edu>... 15,John.Smith@afit.edu
..—-?TO:<216@domain.org>. .. 15, jsmithQRafit.edu

216 ,Jane.User@afit.edu

m Replaces username portion of email addresses with UIDs
m External parties can determine insider/outsider status
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i SMTPLogParser

U.S. AIR FORCE

proxy.csv I SMTP Logsl
|
(ProxyList SMTP Log

. Sanitized ——
: | SMTP Logs ~——

Database

Import/Query
SMTP Log v
To UID Sanitizer Parser | F__._:a X

Social Network
Data

Processed
SMTP Logs

- LA uidlist.csv E
uidlist.csv Tesa el :
| |

129.92.1.65 - OutboundConnectionCommand
[09/Dec/2004:08:01:17 -0500] "MAIL
-?FROM:<2718QRafit.edu> SMTP" 0 4

129.92.1.65 - OutboundConnectionResponse Date Tlme SUID RUID S I RI NR

[09/Dec/2004:08:01:17 -0500] "-

“2250 2.1.0 2718¢afit edu. .. .Sender Ok surev 0 43 =——fp 2004/12/09 08:01:17 2718 1828 1 1 2

129.92.1.65 - OutboundConnectionCommand

129,92.1 65 - OutboundConnectionCe 2004/12/09 08:01:17 2718 4590 1 0 2
-?T0:<1828Q@afit.edu> SMTP" 0 4

129.92.1.65 - OutboundConnectionCommand H
[09/Dec/2004:08:01:17 -0500] "RCPT TWO connectlons made
-?T0:<4590Qieee.org> SMTP" 0 4

m Process Sanitized Data
m Derive Internal Status and Number of Recipients
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U.S. AIR FORCE

Database Functions

Proxy.csv I

|
(ProxyList

To UID

uidlist.csv
|

Time
07:
08:
08:
08:
08:
08:
08:
08:

Date

2004/12/09
2004/12/09
2004/12/09
2004/12/09
2004/12/09
2004/12/09
2004/12/09
2004/12/09

52:
01:
01:
01:
01:
01:
02:
11:

31
17
17
18
18
18
57
33

SMTP Logs |

SMTP Log
Sanitizer

SUID RUID
162 272
272 162
272 314
314 162
314 426
314 272
162 272
314 162

uidlist.csv
(updated)
1

SI RI NR
1 1

O KRR KEKLHO
FRrOoOOKROR
RFRWWWNN

1

m Import processed logs

m Generate social network data from logs

Sanitized
SMTP Logsl

H

SMTP Log

Parser

Processed
SMTP Logs

Source Dest

162 272
272 162
272 314
314 162
314 272
314 426

Database
Import/Query

\

-
-
= %I
i -

= =
Social Network
Data

TieStrength

F R NRRN
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U.S. AIR FORCE

//'

m Operational Testing
m Add Months Sequentially

m Use data gathered from AFIT
m Oct-Dec 2004

m Parameters

XP Professional SP2

Pentium 4, 3.2 GHz HT, 2 GB RAM
Java 1.5

MySQL 4.1

m Direct measurement
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U.S. AIR FORCE

m Proxy List from Active Directory
m SMTP logs from AFIT servers

m Medium-sized organization (over 1500 users)
m 86 days, over 3 GB of data

m 1.8 million email messages, 3 million connections
m 1550 internal actors

Month Days Size

October 25 1,034,273 KB
November | 30 | 1,385,098 KB
December 31 1,359,860 KB
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U.S. AIR FORCE

Timeliness Results

Component Runtime Component Runtime
ProxyList ToUID < 1 min Proxy List ToUID < 1 min
SMTPLogSanitizer 54 min SMTPLogSanitizer | ~20 min
SMTPLogParser 24 min SMTPLogParser ~10 min
Database Import < 1 min Database Import < 1 min
SQL Query < 1 min SQL Query < 1 min
Total (three months) | = 80 min Total (one month) | =~ 30 min
m Fast

m Bottlenecks
m Sanitization
m Parsing (parallelizable)

Integrity - Service - Excellence



\ 72
N7
«QQr

U.S. AIR FORCE

m UCINet Readable

Usability Results

m Centrality, Power, and Group Statistics Taken

= [3] Output Log #1 L) Dl&‘
[%] Output Log #1 File Edit
File Edit
I SIESE e -
SE| Ek
[EIECE =) m— _
1 1 1 1 1 1 1
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s s e e e e e e e e e e e e e Rows to display all
1 0 o 1o 0 0 0 0 0 0 0 0 0 0 1] 0 0 ( Colunns to display: all
z 1 oo o0 o0 o0 0 0 0 0 0 0 0 0 0 0 Rov partition
3100 00 o0 0 o0 0 0 0 0 0 0O 0O 0 0 0 ¢ Colunn partition: )
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¥ Export to Excel

File names;

Ilcinet File to Export: |

peesDesktophTHESIS FINAL DATAM esultshdec0d\FreemanDegree _I

Output Excel File: ]E:'xDu:uc:uments and SettingzhjyeehDeskiop  THESIS FINAL DATARe _J
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m NetDraw Visualization Tool
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U.S. AIR FORCE

m Immediate
m Time and Cost Reduction

m More Data for Social Network
Analysis
m Sanitization

m More Information for Managers

m Long Term
m Long term studies
m Understanding Employees

m Potential Insider Threat
Characterization

m Possible Insider Threat
Mitigation
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U.S. AIR FORCE

m Presumes that e-mall
behavior adequately captures
social interactions

e,

m User “consent” to monitoring .=

m Most organizations have an
acceptable use policy

m May routinely monitor employee
communications

m However, use of the system is
somewhat voluntary

4 1238
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U.S. AIR FORCE

m Data Collection
m Extend to Other CMC Records — IM, Blogs, web browsing
m Content of messages (subject, nature, contents, “reply-to”

m Analyze Social Network Data
m Validation — does e-mail actually capture what we are hoping?
m Analysis of collected data — longitudinal studies
m Insider threat research, staff collaboration,

m Tools
m Parallelization
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Backup Slides
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U.S. AIR FORCE

|%| |%. |%| —

Br
Froduclion Frodoction Froduclion 102.168.1.254
192 466115 192 168120 197 16R.1.73

athil
Honaywiall ethz —
Galavay l-llg 1.4
 eihi
|

Honeypot Honeyy
192.160.1.101  192.168.1.102  192.160.1.103

m Intrusion Detection Systems
m Misuse Detection

m Honeypots
m Detect Attacks on False Data
m Studying Attackers

m Prevention
m Leadership/Management
m Policies
m Deterrence

m Combination of the above
m Defense in depth
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U.S. AIR FORCE

m System Knowledge, Privileges

m No attribute-based profile
m Gender, age, background, marital status, position, income
m No technical expertise needed

m Trends
m Planning - Preventable
m Behavior Change

m Behavior-based Profiling
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U.S. AIRFORCE

Insider Threat Mitigation

Information Tool for Managers
Understanding Employee Behavior
Social Network Analysis Of Real Data
Social Network Data Collection
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